
operational risk management
intellectual property protection

software escrow



Ask yourself these questions:

• Is there software you use that is critical to your business?

• Do you own the software intellectual property? If not, who 
does, wheree is it and is it secure and up-to-date?

• Is the software easy to replace with an alternative?

• If the company that developed or maintains the software 
becomes insolvent, is acquired or changes business 
direction, what would the impact be to your business? 

• What are your corporate governance obligations and how 
would a failure of critical software affect those obligations?

Frank answers to those questions could prompt you to re-assess 
your operational risk profile and take steps to strengthen your 
corporate governance.

If your company’s processes are dependent on software which 
you licence or rent, then your business is at risk of events that are 

beyond your control. 

Your reliance on third-parties may not appear to present a 
problem today, but your need for constant support and attention 
from developers and suppliers is a very real risk. 

It is these suppliers that could be affected by an event like an 
economic down-turn, insolvency, loss of key personnel or simply 
an unwillingness to meet agreed service levels.
 
This would leave you stranded and have a profound impact on 
your operation, the health and ultimately the viability of your 
business.



are you overlooking a critical aspect of 
your company’s risk profile?

are you meeting your corporate 
governance obligations?

have you exposed your company to an 
operational risk?

Harbinger’s software escrow, verification and operational risk 
management services provide a sound, common-sense approach 
to providing better business continuity,

 
why you need to consider software escrow

Software escrow is the most cost effective operational risk relief 
measure that you can implement today. It protects your strategic 
assets, provides immediate security for your business and 
addresses regulatory compliance. 

“In today’s technology dependent world, escrow agreements 
are almost always necessary...... it is a smart and effective 
component of a business continuity strategy that software 

licencees can use to protect their mission critical applications” 

Securing Your Strategic ICT Investments
Gartner 



software escrow 

Harbinger is Australia’s leading independent software escrow 
agent. We have leveraged the latest in technology and data 
security to provide the most advanced escrow services available 
today.

We provide and administer escrow arangements for some of 
Australia’s most well-known companies. 

With Harbinger as your escrow agent, you will have a team 
of experts at your disposal. A team who understand the value 
of source code access, are specialists in the administration of 
software and intellectual property escrow and are dedicated to 
customer service. 

Our online escrow management system is unique. It provides 
you with an ease of use that that no other escrow agent offers - 
world-wide.

Benefits
• Proven flexible agreements (GITC compliant)
• Online lodgement of escrow deposits
• Free Level 0 verification
• Online reporting and annual lodgement records
• Contract compliance monitoring

 

website escrow 

Copying your company’s website without your permission is 
simple and an all too common violation of your rights. If you 
find the results of your hard work, your valuable ideas, your 
investment and time - have mysteriously appeared on your 
competitors website, what can you or your lawyer do?

Harbinger independently stores your website’s source code and 
takes digital snapshots at agreed time intervals. Snapshots and 
source code are stored in our tailor-made escrow management 
system complete with a digital signature and a time-stamp.

Benefits:
• Assert your intellectual property rights,
• Defend against demands made by a competitor or other 

third party asserting their rights over your intellectual 
property,

• Provide a disaster recovery option

 

 we protect 
 your business
 your intellectual property

 how we can help
Harbinger has a range of services that can quickly - and cost effectively reduce your business risk, 
and deliver important corporate compliance obligations



software verification

Verification ensures that escrowed material is complete, 
accurate, up-to-date and will be useful when you need it. 

Harbinger offers you three options for verification.

Level 1: Deposit Reporting: - tests the files that your software 
developer has lodged for you to ensure they are readable, 
complete and virus-free.

Level 2: Deposit Analysis: - confirms that the source code will 
convert into a useful application. It will also make an early 
determination of any reason that the materials do not contain all 
the items that your escrow agreement is designed to protect.

Level 3: Deposit Compilation: - simulates the occurrence of a 
release of the source code to you. It confirms that the material 
in escrow will behave in the manner that you expect. Our 
simulation verifies the processes necessary to convert the source 
code into a form that is usable to you.

ICT operational risk management

If your company’s processes are dependent on software which 
you license or rent from third parties, then your business is at 
risk of events that are beyond your control. 

We are specialists with expertise in the latest practices in 
ICT operational risk management. We audit your existing 
agreements and governance practices to uncover software 
operational risks within your business. 

We provide advice on where improvements will be found that 
will reduce or mitigate your risk profile.We combine this with 
our practical solutions to lower your business’s risk profile.

Harbinger’s operational risk audit
• determines which software and services are critical to your 

business
• maps your ICT risk profile
• audits existing arrangements 
• ensures that available risk management options have been 

implemented
• makes recommendations for the modification of 

procurement processes and agreement templates 



 about harbinger
Harbinger is an independent Australian business. We operate 
in every state, territory and overseas. 

Harbinger is an approved government supplier and a proud 
member of the International Software Escrow Association.

The team originate from the legal and technology services 
industries. They have decades of experience in software, 
data security, technology procurement, legal and commercial 
agreements. 

Facilities - Harbinger provides state of the art dual locality 
electronic and physical storage. The digital vaults are designed 
to meet the highest standards in data storage, withstand 
catastrophic failure and natural disasters without affecting the 
contents. In addition, Harbinger has developed a proprietary 
transmission, storage and retrieval system to safeguard your 
intellectual property while in transit and in our custody.

Experience - Harbinger specialise in intellectual property protec-
tion and risk management. Our clients rely upon us to protect 
and add value to their business by implementing and adminis-
tering processes that reduce ICT operational risk. 

Speed - Harbinger is committed to providing the most responsive 
and professional services in our industry. 

A unique online interface - We provide you with online access so 
you can make escrow lodgements, monitor compliance, receive 
reports, check audit results, access account information and 
review or order new escrow agreements.

Pre-packaged and tailored escrow agreements - Harbinger has 
developed a range of escrow agreements that provide you with 
the assurance you get from dealing with Australia’s largest and 
only truly independent escrow agent. 



 software operational risk  
your ten minute assessment  
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Step 1:  Note ten important business software applications.  
Think particularly about bespoke software development that 
your business has commissioned - or software that is specific 
to your industry or processes. Consider software that you use 
as a service - perhaps a managed service, hosted externally 
or delivered over the Internet.   Note the software name in the 
first column of the table.

Step 2: Rank each software application’s importance to your 
business operation. Consider the impact if the software was to 
immediately become unusable. Rank the impact/importance 
that this would have on your business operation.  

1  not important / no impact 
2  somewhat important / some impact
3  important / moderate impact
4  very important . significant impact
5  critical / catastrophic impact

Step 3: Now consider the likelihood that the software or 
service provider would experience an event that impacts your 
businesses ability to use the software as you require.  

1  not likely
2  somewhat likely 
3  likely
4  more likely
5  very likely

Step 4: Plot the impact and importance for each Software 
Name onto the chart.

The chart illustrates some software and service risks that may 
cause concern for your business operation and be candidates 
for improved risk management. 

acceptable risk - “fix on failure”, manage this risk 
and determine measures to take when the software 
fails.

moderate risk - “plan and mitigate”, plan ahead of 
failure, take steps to reduce the likelihood of the 
risk materialising.

un-acceptable risk - “prevent and eliminate”, 
implement all necessary steps to eliminate the threat 
to your business.

Call Harbinger on 03 9618 2000 today to discuss the next 
steps. We will help you and make it easy to lower your 
businesses software operational risk and increase your 
corporate compliance.
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Harbinger Group Pty Ltd
Level 11  535 Bourke Street
Melbourne Victoria 3000 Australia
t: +61 3 9618 2000
e: info@harbinger.com.au
w: harbinger-escrow.com.au


